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Workington Town Council

Workington Town Council Community Centre, Princess Street, 

Workington, Cumbria, CA14 2QG. 

Telephone: 01900 702986

Email: office@workingtontowncouncil.gov.uk

Website: www.workingtontowncouncil.gov.uk

Data Protection Policy
1. Introduction

The Town Council holds and processes information about employees, councillors, residents and customers, and other data subjects for administrative and commercial purposes. Workington Town Council regards the lawful and correct treatment of personal information as vital to successful operation. All employees and councillors will comply with Workington Town Council’s Data Protection Policy when processing or using information. This policy has been written in accordance with the Data Protection principles as set out in the Data Protection Act 1998 (the Act).

2. Definitions

“Employees, councillors, residents and customers, and other data subjects” may include past, present and potential members of those groups.
“Other data subjects” and “third parties” may include contractors, suppliers, contacts, referees, friends or family members.
“Processing” refers to any action involving personal information, including obtaining, viewing, copying, amending, adding, deleting, extracting, storing, disclosing or destroying information.
“Data Controller” is a ‘person’ who determines the purposes for which and the way any personal data are, or are to be, processed. A ‘person’ as recognised in law may be an individual, organisation or body of persons. 
“Data Protection Officer” is an individual working on behalf of the Data Controller with responsibility for the data protection within that organisation. 
“Personal Data” is information about an identifiable, living individual such as addresses, phone numbers. 
“Sensitive Data” is personal data consisting of information relating to racial or ethnic origin, political opinion, religious or other beliefs, trade union membership, physical or mental health or condition, sexual orientation or criminal proceedings or convictions.

3. Data Protection Principles

3.1 There are eight principles set out in the Act, in summary these state that data shall:

a) be processed fairly and lawfully;

b) be obtained for a specified and lawful purpose and shall not be processed in any manner incompatible with the purpose;

c) be adequate, relevant and not excessive for the purpose;

d) be accurate and up to date;

e) not be kept for longer than necessary for the purpose;

f) be processed in accordance with the Data Subject’s rights;

g) be kept safe from unauthorised processing, and accidental loss, damage or destruction;
h) not be transferred to a country outside the European Economic Area, unless that country has the equivalent levels of protection for personal data, except in specified circumstances.
4. Responsibilities

4.1 Workington Town Council is the Data Controller and must ensure that any processing of personal data for which they are responsible complies with the Act.
4.2 The Data Protection Officer is the Chief Officer/RFO, who acts on behalf of the Council, and is responsible for: 

a) fully observing conditions regarding the fair collection and use of information;
b) meeting the Council’s legal obligations to specify the purposes for which information is used;

c) collecting and processing relevant information, only to the extent that is required to fulfil operational needs/to comply with legal requirements;

d) ensuring the quality of information used;

e) applying strict checks to determine the length of time that information is held;

f) ensuring that the rights of the people whom information is held can be fully exercised under the Act;

g) taking appropriate technical and organisational security measures to safeguard personal information;

h) ensuring that personal information is not transferred abroad without suitable safeguards;

i) ensuring that everyone managing and handling personal information;

i. fully understands that they are contractually responsible for following good practice in terms of protection;

ii. is adequately trained to do so;

iii. are appropriately supervised.
5. Unlawful disclosure of personal information

5.1 Under the Data Protection Act it is a criminal offence to disclose personal information ‘knowingly or recklessly’ to anyone who is not authorised to receive it.
5.2 Staff shall ensure that 
a) all personal data is kept securely;

b) personal data is not disclosed either orally or in writing, accidentally or otherwise to any unauthorised third party. Unauthorised disclosure may be a disciplinary matter.
5.3 Staff supervising Councillors, residents and customers doing work which involves the processing of personal information, must ensure that those individuals are aware of the Data Protection Principles.
5.4 When discussing issues, over the telephone, which require the disclosure of personal data the identity of the person must be established. All Town Council employees will ensure that authentication takes please prior to the disclosure of data.
5.5 There are several instances where exemptions to Data Protection may arise. In such instances the Chief Officer/RFO will review any request on a case-by-case basis and evaluate whether the data can be lawfully released. 
6. Storage, Retention and disposal

6.1 All personal and sensitive data will be kept in paper-based systems or electronically on a password protected computer.
6.2 To prevent unauthorised access to paper information, all personal and sensitive data will be kept in lockable storage facilities.
6.3 Different types of information will be kept for differing lengths of time, depending on legal and operational requirements.
6.4 All documentation that contains personal and sensitive data will be disposed of using shredding facilities. This includes any details written on scrap pieces of paper.
6.5 Care and consideration will be taken when sending e-mails to employees, councillors, residents, customers and other data subjects. Employees must ensure that emails contain no personal or sensitive information that the recipients should not have access to.
7. Access to Information

7.1 Any employees, councillors, residents, customers and other data subjects have a right to:

a) ask what personal information the Council holds;

b) ask what this information is used for;

c) be provided with a copy of the information;

d) be given details of the purposes for which the Council uses the information and any other person’s organisations to whom it is disclosed;

e) ask that any incorrect data held is corrected. 
7.2 Any requests for data must be made in writing.
7.3 If it is felt by the data subject that any personal information held is incorrect the individual may request that it be amended. The Council must advise the individual within 21 days whether the amendment has been made.

8. Online Information

8.1 Workington Town Council collects personal information from online sources including, but not limited to, Workington Town Council affiliated websites, social media and newsletters. This will include data such as name, age and address and, on occasion, profiling information such as your preferences or product choices.
8.2 Data information from these sources may be processed in a different manner; such as improving the services that the Town Council delivers, sending marketing and communications or to define what content you may be interested in (full list can be found in Workington Town Council’s Privacy Policy).
8.3 All information gathered online will be obtained, stored, used and destroyed in accordance with the points set out in this policy. 
8.4 In the same manner to other forms of data, employees, councillors, residents, customers and other data subjects have a right to access online information held according to item 7.
9. Breach of Policy
9.1 Compliance with the Act is the responsibility of all councillors and members of staff. Any deliberate or reckless breach of the policy may lead to disciplinary action and where appropriate, legal proceedings.
9.2 Any individual who believes that the Council has breached any of the requirements of the Data Protection Act 1998 should raise this with the Chief Officer/RFO or Mayor.
10. Review

10.1 Methods of handling personal information will be regularly assessed and evaluated. This policy will be built upon with further guidance and new procedures as the systems we have that hold personal information change. Everyone managing and handling personal information will be appropriately trained in these methods and will be supervised where necessary. 

11.
Additional Notes on Handling Data from the Disclosure and Barring Service

11.1
As an organisation using the Disclosure and Barring Service (DBS) checking service to help assess the suitability of applicants for positions of trust, Workington Town Council complies fully with the code of practice regarding the correct handling, use, storage, retention and disposal of certificates and certificate information.

It also complies fully with its obligations under the Data Protection Act 1998 and other relevant legislation pertaining to the safe handling, use, storage, retention and disposal of certificate information and has a written policy on these matters, which is available to those who wish to see it on request.
11.2
Storage and access

Certificate information should be kept securely, in lockable, non-portable, storage containers with access strictly controlled and limited to those who are entitled to see it as part of their duties.

11.3
Handling

In accordance with section 124 of the Police Act 1997, certificate information is only passed to those who are authorised to receive it in the course of their duties. We maintain a record of all those to whom certificates or certificate information has been revealed and it is a criminal offence to pass this information to anyone who is not entitled to receive it.

To note: those registered care homes which are inspected by the Care Quality Commission (CQC), those organisations which are inspected by Ofsted and those establishments which are inspected by the Care and Social Services Inspectorate for Wales (CSSIW ) may retain the certificate until the next inspection.

Once the inspection has taken place the certificate should be destroyed in accordance with the code of practice.

11.4 
Usage

Certificate information is only used for the specific purpose for which it was requested and for which the applicant’s full consent has been given.

11.5
Retention

Once a recruitment (or other relevant) decision has been made, we do not keep certificate information for any longer than is necessary. This is generally for a period of up to six months, to allow for the consideration and resolution of any disputes or complaints.

If, in very exceptional circumstances, it is considered necessary to keep certificate information for longer than six months, we will consult the DBS about this and will consider the Data Protection and Human Rights of the individual before doing so.

Throughout this time, the usual conditions regarding the safe storage and strictly controlled access will prevail.

11.6
 Disposal

Once the retention period has elapsed, we will ensure that any DBS certificate information is immediately destroyed by secure means, for example by shredding, pulping or burning. While awaiting destruction, certificate information will not be kept in any insecure receptacle (e.g. waste bin or confidential waste sack).

We will not keep any photocopy or other image of the certificate or any copy or representation of the contents of a certificate. However, notwithstanding the above, we may keep a record of the date of issue of a certificate, the name of the subject, the type of certificate requested, the position for which the certificate was requested, the unique reference number of the certificates and the details of the recruitment decision taken.
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